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DETAILED ACTION 

1 . Claims 1 -26 are pending. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 35 1(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 1-8, 10-16, 18-25 rejected under 35 U.S.C. 102(e) as being anticipated by the 
Advanced Encryption Standard as illustrated by Stein et al. US PGPUB 2003/0133568. 

In reference to claim 1 : 

Stein et al., US PGPUB 2003/0133568 discloses a cryptographic device comprising: 

• An input stage receiving an input data block and a key data block comprising a plurality 
of sub-key data blocks, and generating a plurality of first signals therefrom, where the sub 
key data blocks are the subkeys generated for use in the AES protocol. (Figure 6) 

• An intermediate stage connected to said input stage and comprising 
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• A plurality of substitution units, each substituting data within a respective first signal, 
where the plurality of substitution units are the units of the S-BOX substitution data 
block. (Figure 3) & (Figure 2, Item 16) 

• A diffuser connected to said plurality of substitution units for mixing data to generate a 
diffused signal, where the diffuser is the SBOX substitution mechanism. (Figure 2, Item 
18) 

• An output stage connected to said intermediate stage for repetitively looping back the 
diffused signal to said input stage for combination with a next sub-key data block, where 
the output stage is the output of the round which is looped back into the input stage. The 
data signal is recombined with a next sub key data block with Item 23. (Figure 2, Items 
24, 26) & (Paragraphs [003 1] [0032]) 

In reference to claim 2: 

Stein et al., US PGPUB 2003/0133568 [0031]-[0032] discloses a cryptographic device 
according to claim 1 wherein the looping back is repeated a predetermined number of times; and 
wherein said output stage provides an output signal for the cryptographic device after the 
repetitively looping back is complete, where the number is predetermined based on the specifics 
of the algorithm chosen. 

In reference to claim 3: 
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Stein et al., US PGPUB 2003/0133568 [0031]-[0032] discloses a cryptographic device 
according to claim 2 wherein the output signal is further combined with a final sub-key data 
block, where the final sub-key data block is the subkey used in the last iteration. 

In reference to claim 4: 

Stein et al., US PGPUB 2003/0133568 [0031]-[0032] discloses a cryptographic device 
according to Claim 1 wherein each substitution unit performs a non-linear substitution based 
upon at least one look-up table, where the non-linear substitution is the substitution performed by 
the lookup table. (Figure 2, Items 16, 18) & (Figure 3) & [0057] 

In reference to claim 5: 

Stein et al., US PGPUB 2003/0133568 [0031]-[0032] discloses a cryptographic device 
according to claim 1, wherein said diffiiser comprises a shift register and a loop-up table 
associated therewith. (Figures 3, 4) 

In reference to claim 6: 

Stein et al., US PGPUB 2003/0133568 [003 1]-[0033] discloses a cryptographic device 
according to claim 1 wherein said diffiiser comprises a plurality of shift registers and a plurality 
of look-up tables associated therewith. (Figures 2, 3, 4) 



In reference to claim 7: 
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Stein et al, US PGPUB 2003/0133568 [0034] discloses a cryptographic device according to 
claim 1 wherein said output stage performs a row-shift operation on the diffused output signal 
before being looped back to said input stage, where the row shift operation is a stage in the AES 
round. (Figure 2) 

In reference to claim 8: 

Stein et al., US PGPUB 2003/0133568 [0035] discloses a cryptographic device according to 
claim 1 wherein said output stage performs a column-mix operation on the diffused output signal 
being looped back to said input stage, where the column mix operation is a stage in the AES 
round. (Figure 2) 



Claim 10 is rejected for the 
Claim 1 1 is rejected for the 
Claim 12 is rejected for the 
Claim 13 is rejected for the 
Claim 14 is rejected for the 
Claim 15 is rejected for the 
Claim 16 is rejected for the 

Claim 18 is rejected for the 
Claim 19 is rejected for the 



same reasons as claim 2. 
same reasons as claim 3. 
same reasons as claim 4. 
same reasons as claim 5. 
same reasons as claim 6. 
same reasons as claim 7. 
same reasons as claim 8. 

same reasons as claim 1 . 
same reasons as claim 2. 



I 
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Claim 20 is rejected for the same reasons as claim 3. 
Claim 21 is rejected for the same reasons as claim 4. 
Claim 22 is rejected for the same reasons as claim 5. 
Claim 23 is rejected for the same reasons as claim 6. 
Claim 24 is rejected for the same reasons as claim 7. 
Claim 25 is rejected for the same reasons as claim 8. 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 9, 17, 26 are rejected under 35 U.S.C. 103(a) as being unpatentable over Stein et 
al. US PGPUB 2003/0133568. 



In reference to claim 9: 

Stein et al. fails to explicitly disclose a cryptographic device according to claim 1 wherein said 
output stage comprises a counter for counting a number of times the diffused output signal is 
looped back to said input stage. 
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Stein et al. however does disclose having an output stage loop back a given number of times to 
an input stage (Figure 2) 

The examiner takes official notice that a counter for counting a number of times an given set of 
instractions is looped back into an input was well known to those of ordinary skill in the art at 
the time of invention. 

For example, "for loops" are loops in computer science that increment a number of times until 
the counter equals the end condition value. At each iteration a set of instructions is executed. 

It would have been obvious to one of ordinary skill in the art at the time of invention to use a 
counter into order to keep track of the number of times loops in order to accurately keep track of 
performing a given set of instructions a set number of times. 

Claim 17 is rejected for the same reasons as claim 9. 

Claim 26 is rejected for the same reasons as claim 9. 

Conclusion 



6. 



The following art not relied upon is made of record: 

US Patent 6937727, disclose a method and circuit for implementing AES. 

US PGPUB 2003/0068036 discloses another circuit for implementing AES. 
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• "Cryptography and Network Security: Principles and Practice", Stailings, 2003, Chapter 
5, "The Advanced Encryption Standard", pgs 140-168 

• "AES proposal: Rijndael" Daemen et al. discloses the details of the Rijndael proposal, 
eventually accepted as the AES algorithm. 

7. Any inquiry concerning this communication from the examiner should be directed to 
Thomas M Ho whose telephone number is (571)272-3835. The examiner can normally be 
reached on M-F from 9:30 AM - 6:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Gilberto Barron can be reached on (571)272-3799. 

The Examiner may also be reached through email through Thomas.Ho6@u$pto.gov 

Any inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is (571)272-2100. 

General Information/Receptionist Telephone: 571-272-2100 pax: 571-273-8300 
Customer Service Representative Telephone: 571-272-2100 Fax: 571-273-8300 



TMH 



March 3 1^ 2007 





